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1.        Reason for the Report:

1.1 To present for approval the updated Risk Management Strategy, which sets 
the Council’s risk tolerance threshold for both positive and negative risks.    

2. Recommendation

2.1 That members approve the revised Risk Management Strategy as detailed at 
Appendix 1.  

3. Executive Summary

3.1 The Alliance Risk Management Strategy is reviewed every two years in order 
to ensure the Council’s approach reflects changing circumstances.   
 

3.2 The 2021 strategy review has been informed by a number of considerations, 
including:

 A voluntary external review of our operational risk management 
arrangements by strategic risk engineers from our Insurance partner, 
Zurich Municipal

 Findings of internal audit and other reviews
 Financial challenges facing the Council over the course of its Medium Term 

Financial Plan and how this might affect our tolerance to financial risk



 Consultation with senior managers and the corporate Risk Management 
Group 

 Horizon-scanning for emerging risks within the public sector and more 
widely, as identified by the risk and insurance sectors.  

  
 

4. How this report links to Corporate Priorities 

4.1 Risk Management is embedded across all service areas and therefore links to 
each of the Council’s Corporate Plan aims.   

5. Options

5.1 The committee can approve the revised strategy or suggest amendments.

6. Implications

6.1 Community Safety - (Crime and Disorder Act 1998)
None

6.2 Workforce
Employee wellbeing is identified as a new risk for inclusion within the 
strategic risk register

6.3 Equality and Diversity/Equality Impact Assessment
This report has been prepared in accordance with the Council's Diversity 
and Equality Policies

6.4 Financial Considerations
Effective Risk Management contributes to the Council’s financial 
objectives 

6.5 Legal
None

6.6 Sustainability
Compliance with environmental regulatory frameworks are included as a 
risk within the council’s strategic risk register 

6.7 Internal and External Consultation
Heads of Service have been consulted on the current risk tolerance 
thresholds through the Risk Management Group

6.8 Risk Assessment
Establishing the Council’s risk tolerance is central to delivering a 
successful Risk Management Strategy.   
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7. Background 

7.1 The Council’s Joint Risk Management Strategy was first adopted in December 
2010. In line with the commitment given in the Strategy to undertake regular 
reviews, the Strategy is now in its eighth iteration.     

8. 2021 Review

8.1 The 2021 strategy review has been informed by the areas bulleted below, 
which are explored in more detail in the following paragraphs.

 A voluntary external review of our operational risk management 
arrangements by strategic risk engineers from our Insurance partners, 
Zurich

 Findings of internal audit and other reviews relating to risk management
 Financial challenges facing the Council over the course of its Medium Term 

Financial Plan and how this might affect our tolerance to financial risk. 
Consultation with senior managers and the corporate Risk Management 
Group. 

 Horizon-scanning for emerging risks within the public sector and more 
widely, as identified by the risk and insurance sectors.  

8.2 External Review – In the autumn of 2020 the Alliance commissioned Zurich to 
carry out a desktop review of its 15 operational risk registers, followed up with 
1-to-1 sessions with Heads of Service to provide a critical-friend challenge. 
The review was extremely positive and concluded that ‘overall the content of 
all the registers is good and the structure is consistent’.

8.3 The review also provided some useful discussion and challenge around low 
risk areas with little or no movement in the assessed level of risk, and led to a 
number of risks being treated as business as usual activities and being 
removed from the registers.   

8.4 Audit findings and best practice – The Information Team gained a sought 
after ‘substantial’ assurance assessment in the 2020/21 Risk Management 
audit (for the second time in a row) in recognition of the architecture, strategy 
and protocols in place around our risk management process.  

8.5 The Council’s approach to risk management is regarded as being ‘mature’ by 
external risk consultants from Zurich Municipal, and during 2020/21 they have 
asked the council to share its best practice with two other councils who are 
developing their risk management practices.   

8.6 Tolerance threshold – The recommendation within this report is that the 
current tolerance threshold remains valid, given the financial context outlined 
within the Medium Term Financial Plan. The highest level of financial impact is 
in line with the assessed level of contingency reserves in place.  

8.7 Horizon-scanning for new and emerging risks within local government and 
beyond helps inform both our risk strategy and our strategic risk register. The 



2021 review has looked at both the national and global context using 
resources from the Insurance and Risk sectors.

8.8 Looking beyond the national picture to the ‘Global Risks Report 2021,’ 
produced by the World Economic Forum just last month; the global risk 
landscape has been segmented into five areas:

 Economic vulnerabilities – prolonged stagnation, debt crises, 
commodity shocks, asset bubble burst, industry collapse

 Geopolitical tensions – terrorist attacks, interstate tensions, 
multilateralism collapse, state collapse, weapons of mass destruction 

 Societal strains – infectious diseases (a new infectious disease 
emerges in humans every four months, with 75% coming from animals), 
livelihood crises, youth disillusionment, social cohesion erosion, social 
security collapse, backlash against science

 Environmental fragilities – extreme weather events, human 
environmental damage, biodiversity loss, natural resource crises, 
climate action failure

 Technological instabilities – cyber security failure (the UK was subject 
to 47 significant cyber-attacks between 2006-2020, second only to the 
US), digital inequality, adverse technological advances.  

8.9 Climate action failure has become the most impactful and second most likely 
long-term risk identified in the Global Risks Report, which notes ‘climate 
change—to which no one is immune—continues to be a catastrophic risk. 
Although lockdowns worldwide caused global emissions to fall (by 9%) in the 
first half of 2020, evidence from the 2008–2009 Financial Crisis warns that 
emissions could bounce back’. 

8.10 In addition to the above report, the Council also took part in a facilitated 
Horizon Scan exercise being led by Zurich Municipal across the public sector 
in response to the pandemic. The process consisted of a survey of senior 
managers against six themes: Communities, People, Health & Wellbeing, 
Leadership & Resilience, Politics & The Economy, Finances and Partners & 
Supply Chain. The results were relayed via a workshop, which identified the 
top 5 risks for the Council as being:

 Operating Costs
 Supply Availability
 Trust and Conflict
 Workforce Mental Health
 Community Mental Health

8.11 During the workshop it became clear that the overriding themes for the 
Alliance were: Trust and Conflict, Mental Health, ICT / Cyber, and 
Sustainability / Climate Change. In order to understand the underlying issues 



the council needs to address, and to assure ourselves that these risks are 
being assessed, Zurich carried out a deep-dive exercise and a gap analysis 
against our current strategic risk register. The results are shown below:

Theme Underlying Issues Current Risks Identified
Trust & Conflict  Business grants 

application process
 Public confidence in 

government to deliver 
against objectives

 Reduced financial 
resilience and reduced 
capacity impacting on 
delivery of projects

 Will public tolerance 
reduce as pandemic 
continues

 Speed of decision 
making being challenged

 SRRT1 - demography
 SRRT3 - engagement
 SRRT6 - funding
 SRRT10 - partnerships
 SRRT11 – assets
 SRRT15 – world events

Conclusion: No further risk 
identification needed

Mental Health 
and Wellbeing

 Increased demands on 
staff

 Remote working
 Home-schooling
 Lack of social interaction
 Increased demands on 

services within 
community – arising from 
reduced household 
income

SRRT 3 and 4 (staff 
resources and retention)

Mitigations already in place 
/ to be established
• Increase in mental 

health first aiders
• Increase in frequency of 

remote team meetings 

Conclusion: Include a new 
staff wellbeing risk on the 
corporate register

ICT / Cyber  Keeping pace with cyber 
criminals / hackers

 Ensuring networks 
remain protected

 Vulnerability presented 
by staff, potentially 
increased due to 
increased home / remote 
working

SRRT5 (contracts), 8 
(information governance), 
16 (IT security)

Mitigations already in place 
/ established
• Regular review and 

testing of networks with 
Northgate

Conclusion: No further risk 
identification needed. 
However, the Council will 
seek advice from an 
external cyber risk 
specialist for added 
assurance.



Theme Underlying Issues Current Risks Identified
Climate Change 
/ Sustainability

 Short-termism – “are we 
making enough progress 
now to ensure we deliver 
against long term 
targets?”

 Links to demands on 
staff time and capacity, 
impact on morale / 
wellbeing

 Political elements likely 
to underpin risks in this 
area

SRRT 6 and 14 (energy 
supply)

SRRT13 - Meeting the 
environmental regulatory 
framework

Conclusion: The analysis 
of SRRT 13 could be 
revisited and expanded to 
take account of climate 
change targets. 

8.12 The findings and actions from the gap analysis will be fed into the next review 
of the council’s strategic risk register in late February / early March.  

8.13 Voluntary external checks on the Alliance’s management of project-related risk 
will also take place in 2021, with further training rolled out to relevant staff if 
needed.   

8.14 There are minor technical / formatting changes proposed to the Council’s Risk 
Management Strategy, which are highlighted in red within the document. In 
addition, following the review of corporate assurance groups, the terms of 
reference for the corporate Risk Management Group have been refreshed and 
are now appended to the Risk Management Strategy.     

 


